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ABSTRACT

In the near future, people will not be the only consumers of Web con-
tent, but also an increasing number of machines will be able to inde-
pendently search and interpret data received from web servers in order
to perform tasks for users. If a machine is an Internet-connected ev-
eryday object and its functionalities can be remotely invoked through
REST API, then such machine will be part of the Web of Things. In
addition to core features, objects will be augmented with sensing and
adaptive capabilities, reasoning and decision-making abilities, and, as
consequence, intelligence will be transferred to the environment.

The new properties of these spaces will change the way in which
people interact with objects, as well as services, which users will ac-
cess to, will become absolutely innovative. From one hand, in fact,
you want to reduce or facilitate human-machine interaction. From
the other hand, you want to provide context-aware services that are
consistent with the context where users are located, personalized ser-
vices that take into account the preferences and habits of users, and
complex services that are based on the aggregation of basic services

(“mashups”).
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There are at least three emerging factors that contribute towards
this process of change involving users. First, the spread of wearable
devices equipped with a multitude of sensors that provide data about
users’ activities or their health. This information could be used by an
intelligent agent to generate customized services for users. Second, the
technological progress led to the dissemination of embedded boards,
cheap and easy to use also for people with not high computer exper-
tise, and 3D printers, which generated the phenomenon of “makers”.
Lastly, there is the trend to provide Web APIs (typically RESTful
APIs), that produced the rise of API Economy.

The respective evolutions, that machines and people, inhabitants
of Smart Spaces, are going through, are closely connected: if machines
become smart, the role and attitude of users change, and vice versa to
improve and simplify people’s lives, it is necessary to design advanced
capabilities for machines. In this thesis we analyze in parallel both the
aspects in the context of the Web of Things: we want to make every-
day objects intelligent and cooperative in order to introduce innovative
forms of interaction between users and machines, satisfy people’s ex-
pectations, and increase users’ eco-awareness to induce them to change
their wrong behaviors that generate energy waste.

Underlying the process of collaboration among objects, there is the
issue to find a machine-understandable format to describe the effects
produced by invoking services exposed by a device, namely REST
APIs, and a semantic language that allows to universally interpret
exchanged data. Furthermore, to make machines proactive (i.e. a
goal-driven attitude), it is necessary to adopt a strategy to determine
all the possible “plans”, in the form of communication flows involving

real objects or Web services (i.e. “physical mashups”), that satisfy a
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specific objective. In this thesis we propose to use standard semantic
reasoners and Web technologies to overcome these problems.

Considering that pervasive environments are populated by people
with different needs and abilities, this thesis presents a platform in
which users express “goals” through their voice or via a web app, and
Smart Objects cooperate with each other in order to execute tasks
for users. The platform monitors three types of contextual data: the
user’s indoor and outdoor position, the elapsed time, and the state
of objects. Moreover, the plan, that is selected to be executed, is
personalized on the base of user’s preferences and feedback.

Exploiting the method to describe REST APIs in machine-
understandable format, this thesis proposes new user-object interac-
tions. Using the Augmented Reality and the user-experience of mo-
bile/web applications, we demonstrate how to overcome the hetero-
geneity in the interfaces to control objects.

To motivate people in to put more attention to energy consump-
tion, in this thesis we describe a method in which everyday objects
provide eco-feedback to users giving them advice about the more con-
venient working-mode (between on/off and standby) to set in order to
save energy. These appliances are able to apply predictive algorithms
to determine their next-week usage forecast and, thus, the working-
mode to use per hours.

Finally, we make some considerations regarding secure communi-
cations involving, users and hardware-constrained devices (in terms
of computation or available memory). Therefore, we extend the sce-
nario to the Internet of Things and propose a lightweight protocol

that ensures message encryption, authentication and authorization.
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SOMMARIO

In un futuro non troppo lontano, le persone non saranno i soli con-
sumatori di contenuti Web, ma anche un crescente numero di macchine
saranno in grado di autonomamente cercare e interpretare i dati rice-
vuti da server Web, al fine di svolgere delle operazioni per conto delle
persone. Se una macchina é un oggetto di vita quotidiana connesso a
Internet e le sue funzionalitda possono essere invocare anche da remoto
attraverso una API REST, allora tale macchina fara parte del cosid-
detto Web delle Cose. Oltre alle funzioni di base, gli oggetti saranno
aumentati con capacita adattative e di sensing del contesto, saranno
in grado di analizzare i dati e prendere decisioni, e di conseguenza
verrd trasferita intelligenza all’ambiente circostante.

Le nuove proprieta di questi spazi cambieranno il modo in cui le
persone interagiscono con gli oggetti, cosi come assolutamente inno-
vativi saranno i servizi di cui gli utenti potranno usufruire. Da un
lato, infatti, si vuol cercare di ridurre o facilitare I'interazione uomo-
macchina. Dall’altro, si vogliono fornire servizi context-aware, cioé
servizi che vengono erogati in funzione del contesto fisico o logico

in cui gli utenti si trovano, servizi personalizzati che tengono conto

X
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delle preferenze e abitudini degli utenti, e servizi complessi basati
sull’aggregazione di servizi piu semplici (“mashups”).

A contribuire verso questa fase di cambiamento vi sono almeno tre
fattori emergenti. Per prima cosa, la nascita di numerosi dispositivi in-
dossabili (“wearable devices”) dotati di una moltitudine di sensori che
forniscono dati sul movimento degli utenti o sul loro stato di salute.
Queste informazioni potrebbero essere usate da un’entita intelligente
proprio per generare servizi incentrati sul profilo degli utenti. Il sec-
ondo aspetto é la diffusione di microprocessori (“embedded boards”) a
basso costo e di facile utilizzo anche per le persone non dotate di par-
ticolari skill tecniche, e delle stampanti 3D, che hanno determinato il
fenomeno dei “makers”. Infine, vi € la tendenza di fornire servizi Web
sotto forma di Web APIs (in genere RESTful APIs), consuetudine che
ha portato alla nascita dell’API Economy.

Le rispettive evoluzioni che sia le macchine che le persone, abitanti
degli Smart Spaces, stanno attraversando sono fortemente legate: se
le macchine diventano smart, cambia il ruolo e 'atteggiamento degli
utenti, e viceversa per migliorare e semplificare la vita delle persone,
bisogna “ri-disegnare” le capacita delle macchine. In questa tesi sono
stati analizzati, in parallelo, entrambi gli aspetti nel contesto del Web
of Things: noi vogliamo rendere gli oggetti di vita quotidiana intel-
ligenti e cooperativi in modo da introdurre innovative forme di in-
terazione tra gli utenti e le macchine, soddisfare le aspettavie delle
persone e incrementare la consapevolezza degli utenti riguardo al con-
sumo energetico inducendoli a cambiare certi atteggiamenti non eco-
sostenibili.

Alla base del processo di cooperazione autonoma tra oggetti ¢’é la

necessita di trovare un formato machine-understandable per descrivere
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gli effetti prodotti dall’invocazione di un servizio esposto da un dis-
positivo e un linguaggio semantico che consenta d’interpretare univer-
salmente e univocamente i dati trasmessi. Inoltre per rendere proat-
tive le macchine (avere cioé un atteggiamento goal-driven), bisogna
adottare una strategia per determinare tutti i possibili piani (“plans”),
in forma di flusso comunicativo tra oggetti reali e Web services (gener-
are cioé “physical mashups”), che soddisfano un determinato obiettivo.
In questa tesi, al fine di superare le suddette problematiche, proponi-
amo 1'uso di reasoning semantici e tecnologie Web standard.

Tenendo in considerazione che gli ambienti pervasivi sono carat-
terizzati dalla presenza di persone con eterogenee necessita e abili-
tita, il seguente lavoro di tesi descrive inoltre una piattaforma che
rivoluziona il ruolo dell’'utente nei futuri Smart Spaces. Noi proponi-
amo che I'utente debba limitarsi a esprimere “goal” (attraverso la pro-
pria voce o tramite una web app) lasciando che sia la piattaforma a
supervisionare la coordinazione degli oggetti in grado di soddisfare
le richieste dell’'utente. La piattaforma monitora i dati contestuali
sotto tre aspetti: la posizione indoor e outdoor dell'utente, il tempo
trascorso e lo stato posseduto dagli oggetti. Il piano da eseguire é
selezionato considerando le preferenze e i feedback degli utenti.

Sfruttando il metodo per descrivere le API REST in un formato
adatto all'interpretazione delle macchine, in questa tesi viene pro-
posta una nuova forma di interazione uomo-macchina. Utilizzando
la realtd aumentata (“augmented reality”) e la user-experience delle
applicazioni web, dimostriamo come superare le eterogeneitd delle in-
terfacce di controllo degli elettrodomestici.

Per motivare le persone nel porre maggiore attenzione agli sprechi

di energia, descriviamo un metodo in base al quale gli oggetti di vita
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quotidiana trasmettono eco-feedback agli utenti e forniscono dei con-
sigli sulla modalita di lavoro (da scegliere tra on/off e standby) che
conviene settare in modo da ridurre il consumo energetico. Tali elet-
trodomestici sono in grado di utilizzare algoritmi predittivi per deter-
minare la migliore working-mode che 'oggetto dovrebbe assumere ad
ogni ora del giorno della settimana successiva.

La tesi si conclude con alcune considerazioni riguardanti la si-
curezza nelle comunicazioni che coinvolgono da un lato gli utenti e
dall’altro i dispositivi con risorse limitate (per computazione o memo-
ria disponibile). Abbiamo, per tanto, allargato lo scenario all’ Internet
delle Cose e proposto un protocollo light che garantisce crittografia

dei messaggi scambiati, autenticazione e autorizzazione.
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ONE

INTRODUCTION

You had to live - did live, from habit that became instinct
- in the assumption that every sound you made was over-

heard, and, [...] every movement scrutinized.
— George Orwell, 1984

1.1 The Vision: Ubiquitous Computing
in Everyday Life

There was a time when computers were imposing devices, housed in
entire rooms and needed many people to run. Then came a reduction
in size; the second wave of computing, which is currently fading out,
started with the introduction of personal computers, laptops, and mo-
bile phones. It is characterized by one to one relationships between
user and computers [1]. Although, we are surrounded by many com-

puters, one device can be used per time only by a user in order to
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resolve tasks required by that user. The next wave involves comput-
ers so small they hardly seem like computers at all - liberated from
the desktop and pervading every facet of our lives [2]. Sensors, mi-
crochips, transmitters, actuators, will be everywhere, both inside and
outside buildings. Everyday objects and household appliances’ capa-
bilities will be augmented: these devices will be able to “talk” to each
other and to make decisions. The computation functionality will be
distributed over objects and users will interact with many devices at
the same time. Therefore, the third ware of computing will be the re-
alization of paradigm which goes under the name of Internet of Things
(IoT).

The concept of pervasive technology was introduced in the early
90s by the pioneer Marc Weiser, a chief scientist at Xerox PARC in
Palo Alto. He wondered about the role that digital technologies could
gain in our daily lives and imagined scenarios in which devices are
easy to use or so tiny that become almost invisible. He coined the
notion of ubiquitous computing, now evolved in the IoT, describing

the phenomenon in these terms:

“The most profound technologies are those that disappear.
They weave themselves into the fabric of everyday life until
they are indistinguishable from it.[...] Machines that fit the
human environment, instead of forcing humans to enter
theirs, will make using a computer as refreshing as taking

a walk in the woods [3]”.

When Weiser exposed his ideas, the use of a computer still ap-
peared as a luxury reserved for a few people and the Web was making

inroads in the world. Thus, the scientific community of that period
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considered the Weiser’s vision totally inconsistent, like a science fic-
tion. Nevertheless, in recent years, thanks to the advances in the
miniaturization of integrated circuits, in the low power wireless com-
munication (as the Bluetooth Low Energy), in the identification meth-
ods in short range (as the invention of RFID), pervasive computing is
becoming reality.

The modern view of the Internet of Things is based on the concept
of interweaving the virtual world and the physical world. Therefore,
each real object has to have an URI (Universal Resource Identifier) as
way to be uniquely identified, and provide services, remotely usable,
in order to set its state or to get its values/data. The IoT is composed
by three main research fields which are differentiated by the type of
entities involved in the interactions and amount of hardware resources

possessed by objects:

e Wireless Sensor Networks (WSNs) leverage low-power radios and
multi-hop communication to cover large areas with small and in-
expensive sensor nodes. They are characterised by constrained
resources (like memory, power) and easy functionalities (usually
they are only able to read the values monitored in the physical
environment). They have a wide range of potential applica-
tions such as industry, transportation, civil infrastructure, and

surveillance.

e Machine to Machine (M2M) consists of data exchange between
two or more devices in order to execute tasks not explicitly re-
quired by a human being. Contrary to the WSNs, the M2M
interactions involve more complex objects, equipped with a in-

ner logic and able to perform both low and high level operations.
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A typical scenario is the communication between car fleets and

a central I'T system.

e Human-Computer Interaction (HCI) studies new and more nat-
ural forms of interaction between users and their everyday ob-
jects endowed with processing and communication capabilities
to provide digital services. Many use cases, set in Smart Spaces,
concern the topic of HCI.

This dissertation examines some research aspects of all these field.

1.1.1 The Metamorphosis of Spaces

Augmenting everyday objects with sensing, computation, and com-
munication capabilities has as consequence to make smart the envi-
ronments where users live. The concept of Smart Space is used to
indicate a physical place, public (like schools, hospitals, airports) or
private (like houses, offices), where people and technologies cohabit
and continuously exchange information with the purpose to satisfy
people’s needs and requests in an intelligent and appropriate way.

In [4], D. Cook and S. Das have formally defined the Smart Spaces
in the following manner: “a Smart Space is able to acquire and apply
knowledge about the environment and its inhabitants in order to im-
prove their experience in that environment”. The fundamental idea
behind this definition is that the environment has to learn about their
occupants, have the ability to identify specific characteristics of in-
habitants, and help them to carry out their daily activities thanks
to the use of the surrounding embedded devices. Therefore, a Smart

Space, in addition to have sensing functionality to gather information
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about the context, has adaptation functionality to detect changing sit-
uations. Lastly, it uses the effecting functionality in order to alter the

conditions of the environment according to users’ needs [5].

Interaction using voice,
applications, gestures, etc.

Figure 1.1: The main entities involved in a Smart Space: users, mid-
dleware and devices. The way which users interact with the devices passes
through the middleware. Usually the middleware elaborates users’ requests,

monitors the environment and acts on it.

The three basic entities of a Smart Space are devices, middleware,
and users, as depicted in Figure 1.1. The devices are physical compo-
nents what allow the intelligent agent (i.e. the middleware) to sense

and act upon the environment. We distinguish sensor nodes from
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Smart Objects for the level of complexity of functionalities provided
by devices. After all a sensor temperature, for example, is able only
to detect and return the current temperature value without applying
any control logic, while an air conditioner not only knows the real-time
temperature but also allows users to set its working mode (e.g. fan
speed, desired temperature, time interval to reach the desired tem-
perature). Therefore, sensors nodes can be sensors, used to perceive
basic data about the environment, and actuators, used to execute sim-
ple actions. Usually different sensor nodes are physically connected to
one microcontroller, i.e. an embedded board, responsible for acquiring
and aggregating sensors’ data.

About the Smart Objects, a formal definition of their properties
will be described in the next subsection. However, we have separated
two categories of Smart Objects: end-user Smart Objects and envi-
ronmental Smart Objects. Both the sets of Smart Objects can be
used by the middleware to perform operations in the Smart Space
but the former is also used by the users in order to interact with the
environment. End-user Smart Objects are computers, smartphones,
smartwatches, wristbands and other wearable devices. These devices
allow to identify users and usually know person’s physiological state
or movements. Environmental Smart Objects are appliances, video
projectors, TVs, lamps, heaters, and so on.

The middleware is responsible of: 1) merging the flow of data
coming from the devices through wired and/or wireless networks; 2)
processing and reasoning on the received information in order to ex-
tract new knowledge and build a representation of the current state
of the environment; 3) selecting the action to execute which causes a

change in the state of the environment. Even if the middleware usu-



1.1. The Vision: Ubiquitous Computing in Everyday Life 7

ally resides entirely in the Cloud, a portion of its could be run or in a
gateway physically placed in the Smart Space or in an end-user Smart
Object (usually the smartphone).

Finally, users can specify a desirable state of their Smart Environ-
ments using new kinds of interaction like voice, gestures, applications,
and others. More details about the evolution in the human-computer
interaction and in the user’s role will be deepened in Section 1.3. We
emphasize, however, that within a Smart Space it is important to find
a compromise between acting when the user expects to be helped and
refraining from interfering in people’s lives when the intervention of

the middleware is not desired or would not be appreciated.

1.1.2 Smart Objects: Requirements

Smart Objects (SOs) are important components of the Internet of
Things. Over the years, many researchers have discussed on which
features a Smart Object should have and which operations it should
be able to run.

In [6] a Smart Object “is an everyday artefact augmented with
computing and communication, enabling it to establish and exchange
information about itself with other digital artefacts and/or computer
applications”. This definition highlights the first requirement of the
SOs: the ability to transmit and receive data. This suggests that
a Smart Object has to have a communication system and a unique
identifier. However, the authors describe the entities involved in the
information exchange only as other objects and not also as people.
This definition, thus, lacks of the concept of the interaction with hu-

mans, absolutely necessary in an Smart Space.
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A similar description is presented in [7], where Kortuem et al.
state that the SOs are “objects of our everyday life, augmented with
information technologies and equipped with sensing, computation and
communication capabilities, that are able to perceive and interact with
their environment and other smart objects”. More focus is aimed at
the ability of the SOs to capture the context, but the active role of the
SOs’ and their ability to take autonomous decisions or find out new
knowledge through the analysis of the data are not considered at all.

These aspects are explained in [8] with the words: “smart objects
maght be able not only to communicate with people and other “smart”
objects, but also to discover where they are, which other objects are in
their vicinity, and what has happened to them in the past”. Therefore,
a form of intelligence (not necessarily sophisticated) is an additional
quality that the everyday Smart Objects should have.

From our point of view, a Smart Object has to have the following

proprieties:

e Unique identifier: according to the Internet of Things, each ob-
ject has a virtual counterpart, so it is essential to uniquely iden-
tify a Smart Object in the digital world (using the concept of
URI).

e Self-awareness: a Smart Object has to be able to describe what
its services do, how to invoke them, what states it can as-
sume. These descriptions should be expressed in a machine-

understandable format.

e Sensing and/or actuating capabilities: a Smart Object has to

interact with the physical world, by sensing what happens in
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the environment and by acting accordingly to it.

e Communication systems: They give to the Smart Objects the
ability to send and receive queries or commands or the descrip-

tions of services, and interact with humans or other objects.

e Computational and/or reasoning abilities: the SOs have to be
able to elaborate the contextual information and discover new
knowledge in order to make decisions or autonomously to execute

actions.

e Memory: the Smart Objects should have persistent memories in

order to store the state of their resources.

Developing SOs raises many issues mostly regarding the heterogene-
ity in the communication protocols among SOs, the general-purpose
design, the distributed computation, security and autonomous inter-

action with both users and other objects.

1.2 The Evolution of the Web: Towards
the Web of Things

While the Internet is becoming the platform for interconnecting every-
day physical “things” at the Network layer, the choice of a universal
platform at the Application level is the Web. A thing becomes Web-
enabled when it is augmented with a Web server so that it can ex-
pose its functional and non-functional capabilities on the Web through
HTTP [9]. Therefore, we are witnessing to the evolution of the Web
towards the so-call Web of Things (WoT). Since the different phases
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of evolution are not silos but tied together, the Web of Things rests
on the previous periods. The evolutionary stages of the Web are rep-
resented in Figure 1.2.

4 Num.
Devices

Social Web
of Things

Past Present Future

Figure 1.2: The evolution of the Web.

In its early years the Web consisted of documents linked together
through hyperlinks and hypertext, which allow an immediate con-
nection to other pages or texts. The Web was a sort of worldwide
newspaper where people, using search engines, could search and find
static web pages and web content.

The rise of CMS, chats, wiki and forums revolutionised the Web
and the user’s role: from passive consumer of information to creator
and aggregator of contents that are made available to other users.
Anyway, the leading innovation in the Web 2.0 (also called Web of
People or Social Web) has been the advent of social network sites

(such as Facebook, Google Plus, Twitter): evolution of some forms
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of social interaction that the Web has always supported (computer
conferencing, email, mailing lists, and so on). Although from the con-
ceptual point of view social networks do not constitute a new idea (like
blogs, the key issue is sharing content), they introduce some innova-
tive aspects, in particular the concepts of “profile” and “followers”,
that will be associated also to the Smart Objects, as described in Sec-
tion 1.2.1. The profile represents the virtual identity of a person and
includes all his preferences, what he likes, where he is located and part
of his history (for example places where he has been or lived). Not in
all social networks is explicitly expressed the concept of followers, but,
however, users can decide who to follow in base of the principles of
friendship (Facebook), of job skills (LinkedIn), of interests (Twitter)
and so on.

The next stage of the Web will be the Web of Things, characterized

by two aspects:

e Pervasiveness: the abstraction of physical things as services
on the Web. The consequence is that everyday objects become

connected, accessible and searchable through the Web.

e Cooperation: two or more objects can exchange data in order
to progress in the execution of a task. It will be possible to
create the so-called “physical mashups”, i.e. the composition of
Web services and services exposed from physical objects. The
realization of physical mashups will be mostly driven by users
through the use of specific tools, such as the dashboards.

We think that the fulfilment of the paradigm of the WoT is influenced
by the convergence of three elements: the conversion of Web into the

Semantic Web, the API revolution, and the spread of the connectivity.
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Along with the spread of social networks, the Semantic Web made
its appearance. At the beginning the Semantic Web technologies
were used only to obtain more relevant results provided by search
engines. Intelligent softwares interpreted the meaning of web docu-
ments and generated metadata described in machine-understandable
format (through languages like RDF, OWL). The new challenge is
to cover the entire Web with the Semantic Web. The research on
Linked Open Data and the definition of ontologies (like schema.org)
to generate a common data model represents a fundamental contribu-
tion toward this transition. Furthermore, the active development of
Semantic Web technologies is transforming the Web into a medium
suitable for highly dynamic Machine to Machine interaction and thus

contributing to the realization of the Web of Things.

Internet Users and Penetration Worldwide, 2013-2018
bilhions, % of population and % change

12,559

7.182

number of indexed Web aris
5018

2,418
1263

=] | ||
2014 2015 2016 2017
005 2007 2009 2011 2013 2015 M Internet users M % of population M % change

Note: individuals of any age who use the internet from any location via any
device at least once per month

Source elarkete, Nov 2014

181939 WurieMarketer. com

(@) (b)

Figure 1.3: Factors that contribute to the diffusion of the Web: (a)
the increasing number of Web APIs (source: programmableweb.com)
and (b) the spread of connectivity around the world (source: eMar-
keter).
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The second key factor that leads towards the WoT is the spread
of APIs (Application Program Interfaces), as shown in Figure 1.3
case (a), that has produced the API Economy, examined in Sec-
tion 1.2.2. Currently APIs are used to allow access to Web services
but, at the same time, they are suitable to be used as access point
by the physical objects. In other words, APIs represent the interface
between the Web and the things. If APIs are documented through
a machine-interpretable language, they can be discoverable by au-
tonomous agents and combined to solve workflows.

Lately many financial resources are being spent to bring connec-
tivity everywhere in the world and to upgrade telecommunications
networks to 4G LTE and 5G. This fact is also important because the
spread of connectivity is an other element that will influence the re-
alization of Web of Things. Currently, even if 3 billion people have
already access to the Internet, as illustrate in Figure 1.3 case (b),
there are about 4.2 billion users unconnected. To get more people
connected, Facebook and Google have both begun efforts to increase
access [10]. To deliver Internet access to users below, the former spent
$20 million to build drones capable of flying for long period of time,
while the latter has been working on a project using giant balloons.
More users will be connected to the Web, more and more objects will
be connected to the Web, and therefore the WoT will be a disruptive

phenomenon.
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1.2.1 From the Web of Things to the Social Web
of Things

If the Web 2.0 has enabled users to share contents and has generated a
huge graph of relationships among people, after that everyday objects
will be part of the Web, they will be also integrated in the social
graph. As shown in Figure 1.2, the convergence of the Web of People
and the Web of Things will produce the Social Web of Things (SWo'T).
The core idea is to extend the concept of social network in a platform
that enables users to manage the access to their Web-enabled devices
and share them with people they know and trust. Therefore, the first
property of the Social Web of Things is the socialness.

The two concepts of profile and followers, revolutionary for the
Web of People, will be inherited and applied to the objects. The
profile of an object represents its counterpart on the Web, as well as
the profile of a person is his virtual identity. The profile of an object
will contain information such as its current status, the operations it
can perform (and thus the services that it exposes) and its current
location. In addition, each object could have some followers: users or
other objects that can check at any time the status of the object and
control it.

From a user experience perspective the use of dashboards, to view
the current status of objects, to invoke a service on objects or to
create the physical mashups, is troublesome and difficult to manage
with a considerable number of objects (more than 10 or 15). Ericsson
User Ezperience Lab, in [11], has proposed to introduce the SWoT as
an alternative for a simplified interaction model where users interact

with things and vice versa using common actions in social networks,
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such as posts, comments, and so on.

However, the Social Web of Things does not have to be thought
only as a social network of people and things for enabling access con-
trol to Web-enabled devices. The second property of the Social Web of
Things is the proactivity, as suggested by Ciortea et al. in [12]. In ac-
cordance with our definition of Smart Objects (given in Section 1.1.2),
Web-enabled devices have to become entities able to autonomously un-
dertake actions using their computational and reasoning abilities. The
Social Web of Things will allow objects to make decisions and perform
tasks not only using data about the context produced by their sensing
capabilities, but also through the huge amount of information shared
on social networks and Web resources (namely Web services and oth-
ers Web-enabled devices). In other words, Web-enabled objects have
to exhibit goal-driven behavior in order to meet the requirement of
proactivity. For instance, in the Social Internet of Things [13] the
objects have as goal that to autonomously manage their relationships
with one another by following some rules (e.g. objects from the same

manufacturer or objects belonging to the same user).

1.2.2 The Rise of the API Economy

There are trillions of transactions happening on the Web everyday,
and most of them are going through Application Program Interfaces
(APIs). At the base of this phenomenon there is the fact that, in recent
years, more and more business companies have adopted the strategy
to release APIs to enable third-party developers to create applications
and services based on well-established platforms. Some examples are

Google, Facebook, Twitter, which allow developers to have access to
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their data (maps, user postings, tweets) that are used to launch new
applications in the maket. From developers’ point of view, to rely on
already existing and well-established services is a way of abstracting
from issues, such as server management, scalability, data backup, etc.
At the same time, business leaders are aware of the financial impact
that APIs can have, and companies expose APIs in order to generate
revenue. For example, Salesforce.com gains more than half of its $2.3

billion in revenue from its APIs, not from its user interfaces [14].

(a) (b)

Figure 1.4: Size of marker reached by a company using only its Web
site (a) or also other channels (b) through supply of Web APL

The API revolution represents a new opportunity for the business-
to-business (B2B). In fact, while in the past, a company’s market
reach was limited to its direct sales organization, distributor channels
and its website for online commerce, now virtually every developer is
a target for its APIs and every application they create is a channel to

reach new customers [15].
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As shown in Figure 1.4, for a company that wants to make profit
from its data, a Web site would cover only a small portion of the online
population. In contrast, leveraging on the APIs, it captures a wide
spectrum of customers across channels to be added to the website.
These channels consist of third-party applications, social networks,

widgets, mobile applications and so on.

1.2.3 Why using the Web to interconnect Things?

The ubiquitous computing environments are characterized by a high
degree of heterogeneity in terms of communication protocols (e.g. Zig-
Bee, Bluetooth, BLE), hardware capabilities of the objects and data
format. Different [oT architectures have been proposed and imple-
mented in order to address these issues but their main limit is that
their usage is restricted only to some application domains. Neverthe-
less creating Smart Environments populated by interconnecting every-
day objects requires to tear down vertical systems and enable seamless
interoperability.

The Web is the de facto Application layer of the Internet, as pre-
viously said, and ensures interoperability through the use of unique
addressing schemes and standard communication protocols. In the
Web of Things, a Smart Object is a web server that implements Web
services and the REST architectural style is applied to define the re-
sources in the physical world. The main advantage of REST is to focus
on creating loosely-coupled services and promoting the easy reuse and
composition of Web services. REST uses URLs for identifying re-
sources on the Web and a uniform interface (HTTP’s methods) for

representing services. As consequence, it is highly versatile, flexible
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and can be used in different application domains.

The second key factor in favor of the Web of Things is the popu-
larity of the Web and the Web technologies. Browsing the Web has
become part of our everyday lives and concepts as “caching”, “links”,
“bookmarking” are known also by not tech-savvy people. At the same
time, each person can employ any computing device to manage his
Smart Objects (e.g. mobile phones, tablets, PCs), because these de-
vices have access to the Web. The use of the Web to interact with
objects not require users neither to learn new concepts nor to buy ex-
ternal devices (like adaptors for communication protocols). In addi-
tion, the Web can rely on a large community of developers that can use
the Web technologies (e.g., HTML, JavaScript, Ajax, PHP, Ruby) to
build applications involving Smart Objects and to bring them quickly
to the market.

Date transmitted /received from a web server are structured data
and, then, directly machine-readable. Typically they are XML docu-
ments or JavaScript Object Notation (JSON) objects. If these formats
would be supplemented with semantic information, they could be un-
derstood by machines in fully autonomous way. This issue will be
addressed in depth in the rest of this thesis.

Finally, the specification of the Constrained Application Protocol
(CoAP) represents a solution for the seamless integration of highly
resource-constrained devices in to the World Wide Web. The low
overhead of CoAP also improves performance in unconstrained de-

vices.
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1.3 The impact of the Web of Things on

Users

The way people interact with devices depends by the technology avail-
able. Current computer technology interaction is explicit - the user
tells the computer what he expects the computer to do, using mouse,
keyboards, command-line, GUI, etc. The vision of the Web of Things,
however, are leading to a metamorphosis of environments. Sensors
places everywhere and multiple devices with different capabilities will
have to coexist with users, their different needs and expectations. Such
devices, i.e. the Smart Objects described in Section 1.1.2, will be able
to elaborate data about the context and to execute complex tasks.
While environments are evolving, thanks to the technology
progress and the “augmented” capacities of everyday things, the com-
munication from users to the environment (i.e. input) tends to shift
from explicit towards implicit. Using the definition written in [16], for
implicit human-computer interaction we means “an action performed
by the user that is not primarily aimed to interact with a computerised
system but which such a system understands as input”. Therefore,
the concept of implicit interaction is based on the assumption that
devices have perceptional capabilities, to gather information in the
space, and interpretation ability, to understand the context and to act
according to it. Taking into account that Smart Spaces are populated
by different people with different abilities (usually young people, un-
like the elderly, have at least the basic computer skills to voluntarily
seek direct interaction with the system), deciding the level of implicit

interaction that a Smart Space should have is a complex problem.
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From one hand, in fact, Ben Shneiderman in [17] points us: “users
want to have the feeling they did the job - not some magical agent”. In
other words, the system must allow users to explicitly set their prefer-
ences, force it to perform a task, choose the objects to be used to carry
out that task, check or stop its execution. On the other hand, people
“want to be couch-potatoes and wait for an agent to suggest a movie
to them to look at, rather than using 4,000 sliders, or however many
it 18, to come up with a mouwie that they may want to see”, as said by
Pattie Maes in [17]. This entails a will to have Smart Spaces that are
supposed to know users, infer situations, provide recommendations in
fully autonomous and implicit manner. For this reason, it is necessary
to find a trade-off between a system that implicitly “feels” the context
and understands how to act, and a system that is explicitly controlled
and managed by users.

About the communication from the environment to users (i.e. out-
put), it is “distributed” and available in many modalities (e.g., au-
ditory, speech, visual), locations (e.g., monitors, TVs, projected on
walls) and forms (e.g., on wearable devices or through the actuation
of some ambient lights) [18]. Hence, the environment itself becomes

the user interface.

1.3.1 New kinds of interaction in the Internet of
Things

In agreement with the vision of Weiser, who believed that technol-
ogy has to become indistinguishable from everyday life, more natural
forms of interaction between users and objects are being introduced.

Although the smartphone is currently the best tool communicate with
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objects, the following new forms of interaction could be used in the

future:

e Gestures recognition: initially it has been applied in the world
of gaming (Wii, Kinect), but it has evolved until to include also
the world of pervasive computing. The spread of wearable de-
vices has fostered the production of gadgets that allows users

Lis, for example,

to control their objects using gestures. Myo
a band that has to be wear around the forearm that give the
“power” to control various applications (like games and presen-
tation software) with basic arm and hand gestures. It uses elec-
tromyography to measure the electricity that runs through the
muscles while a users is moving. It then translates the gestures
into commands. An alternative to wearable devices is to use
cameras in order to recognize gestures. For example, the Leap
Motion ? is a small object, with 2 cameras and 3 infrared LEDs,
designed to recognize the fingers’ movement. As Micheal Buck-
wald, CEO of the Leap Motion, told: “the goal (of the Leap
Motion) is to fundamentally transform how people interact with
computers and to do so in the same way that the mouse did” .
Noteworthy is also the research project WiSee ? that leverages
ongoing wireless transmissions in the environment (e.g., WiF1i) to

enable whole-home sensing and recognition of human gestures.

e Vocal interaction: it is a topic that involves much current re-

search. Some of the most important implementations are Ap-

"https://www.myo . com/
’https://www.leapmotion.com/
3http://wisee.cs.washington.edu/



22 1. Introduction

ple’s Siri and Google Now. Many applications that use speech
recognition are implemented to help elderly or disabled people
to perform everyday activities. Actuate objects via voice recog-
nition requires the use of a device equipped with a microphone.
Consequently the smartphone seems to be the tool that best

suits to translate voice in commands for the object.

e Wearable objects: besides the use for gestures recognition, wear-
able devices enable other forms of interaction with objects. The
most famous example of wearable device is the Google Glass.
It exploits the concept of Augmented Reality to provide many
functionalities: browsing on websites, use of social networks, vi-
sualisation of maps, taking pictures and so on. Moreover, the
smartwatches revolutionize the way people interact with the en-

vironment.

e Control with brain: In the future we will control objects using
our brain. A simple prototype * that enables the control with
brain by parsing data from Neurosky-based EEG headsets was

implemented using an Arduino board.

1.4 Research Focus

To realize the paradigm of Smart Spaces, you have to not only examine
the objects’ perspective, i.e. to study what requirements they should
have and how to increase their abilities, but also explore users’ role

in these contexts. Therefore, we have gazed at the improvement of

“https://github.com/kitschpatrol/Brain
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features of objects in conjunction with users. The hypothesis of this

thesis is:

FEveryday devices have to become smart, i.e. proactive and
collaborative, in order to have impact on users under three
points of view: 1) changing people’s inappropriate behav-
iors; 2) satisfying people’s needs; 3) simplifying user-object

interactions.

As layer to enable communication between objects and people, we
have used the Web, that allows not to consider heterogeneity in terms
of communication protocols, contains huge quantity of services and
data, and also is a well-known “tool” to people. This means that in
this dissertation objects are always Internet-connected devices and
provide (hypermedia) RESTful APIs. This thesis aims to answer to

the research questions below.

Research question 1: How can an everyday object invoke
REST services without pre-knowledge about how using them and what

the produced effect on invoking them is?

An everyday object has to be enabled to use transparently both the
traditional Web services and the services exposed by other physical
objects. The main difference between the two categories is that the
services exposed by objects produce actions that modify the state of
the objects-self and /or the context of an environment, such as turning
on a lamp means to generate light in the environment, or switching
on a TV means to produce sound and light (as well as showing

video and audio). Therefore, objects have to acquire understanding
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capabilities, in particular: 1) what a web server expects to receive as
input and returns as output; 2) what behaviour a web server (object)
adopts and what consequence are reflected in the environment when
its REST services are invoked.

In order to find a syntactic and semantic technique that allows to
describe REST APIs in machine-understandable format, we have
scouted existing solutions and chosen the one more suited to solve

the problem.

Research question 2: How can an everyday object combine

REST services in autonomous way in order to achieve a goal?

Making everyday objects collaborative requires not only to en-
able machines to understand each other, but also they must have
reasoning and proactive features. In other words, the machines must
be able to generate physical mashups of REST APIs, in the form of
communication flows among objects and/or Web services, in order to
perform tasks without explicit human intervention. It is interesting
to note that this research question is strictly dependent from the

previous one.

Research question 3: Whereas environments where users are
present in are populated by objects strongly heterogeneous and often
difficult to use by people, how can the capabilities acquired from
everyday objects, regarding the provision of machine-understandable
descriptions of their services, be used to keep the same user-experience

consistent across devices?
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The current most used method to overcome heterogeneity of
everyday objects in terms of interfaces and management is to
implement dashboards. Their main limit, as previously said, is that
the visualization and the control of objects’ state become difficult
with the progressive increment of devices of the same type (e.g. how
to distinguish many lamps placed in the same environment using
dashboards?). Therefore, we have investigated new techniques to
improve user-experience during the interaction with heterogeneous
objects, assuming to have found a response to the research question
1.

Research question 4: How to meet users’ needs and expecta-
tions in a non-intrusive and adaptive way exploiting the features of

everyday objects to commumnicate and cooperate with each other?

Designing pervasive environments requires to interpret users’
(explicit or implicit) requests and apply strategies to solve tasks.
Interactions between users and objects should be as natural as possi-
ble, as well as reduced using an intelligent agent able to orchestrate
cooperation among objects (reached in the research question 2) that
satisfies users’ needs. However, users should not perceive the system
as oppressive, an entity whose objective is to reduce their autonomy

and control over the environment.

Research question 5: What persuasive methodologies can ev-
eryday objects adopt in order to increase users’ awareness about
energy consumption and bring them to assume more eco-sustainable

behaviours?
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The reduction of energy consumption can be carried out by
making both objects and people smart. The former should be able
to analyze contextual data and implement appropriate energy-saving
policies. The latter could become more wise about energy saving by

receiving eco-feedback in the right moment.

Research question 6: If users/objects interact with resource-
constrained devices (not using the Web), how to ensure secure
communications in terms of data encryption, authentication and

authorization?

Nowadays tiny and cheap devices can transmit data to users’
devices. They have not capability to use complex cryptography
algorithms. Therefore, it is necessary to study lightweight solutions
to ensure secure communications. This research question is the only
that concerns the IoT context, respect to the other ones that are
about the WoT.

1.5 Outline

This thesis is structured as follow: Chapter 2 describes the cur-
rent state of the art with regard to Web architecture, Web ser-
vices, and Semantic Web. Chapter 3 contains our proposed about
how to describe functionalities of the Smart Objects in a machine-
understandable manner and what format using to exchange data. In

order to evaluate this approach we have presented a use case where a
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smart client machine generates and executes plans in order to satisfy
a goals in a fully autonomous manner. Chapter 4 faces the problem
of user-object interaction and provides a proposal which exploits the
webinos platform (implemented during an European Project) and the
machine-understandable descriptions described in the previous Chap-
ter. Chapter 5 showcases a M2M scenario where objects in a smart
space work together to achieve a goal which has been expressed by
the user. The plan production and execution uses the mechanism
introduced in Chapter 3. In Chapter 6 we describe an approach
to increase users’ awareness about energy consumption making every-
day things smart. As proof of concept, a commercial machine has been
hacked and a machine learning algorithm has been implemented in or-
der to find the best working mode day by day. Finally in Chapter 7
we provides some security considerations for resource constrained de-

vices.
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TWO

BASIC CONCEPTS AND TECHNOLOGIES

2.1 The Basis of the World Wide Web

The World Wide Web has now become our primary information repos-
itory - a vast distributed library of interlinked hypertext documents,
software, images, and so on, covering a multitude of subjects and ap-
plication areas. Each of these data can be called as Web resource. The
concept of resource is a key concept of the Web (and in particular of
the REST architecture style that we will describe in Section 2.1.1) and
has evolved during the Web history. However it was explicit defined,
for the first time, in the RFC 2396 [19] with these terms:

“A resource can be anything that has identity. Familiar
examples include an electronic document, an image, a ser-
vice (e.g., “today’s weather report for Los Angeles”), and
a collection of other resources. Not all resources are net-
work “retrievable”; e.g., human beings, corporations, and

bound books in a library can also be considered resources.

29
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The resource is the conceptual mapping to an entity or set
of entities, not necessarily the entity which corresponds to
that mapping at any particular instance in time. Thus, a
resource can remain constant even when its content - the
entities to which it currently corresponds - changes over
time, provided that the conceptual mapping is not changed

in the process”.

Analyzing this quote, it is clear that a Web resource is always dif-
ferent from the others and, thus, it is a necessary a mechanism of
unique identification. A Web resource is something we can use. It
contains information that can be obtained or modified over time, i.e.
it has a state that can evolve. To meet these requirements at the base
of the concept of Web resources, the Web is made up of three core
components, each of which is discussed below.

Uniform Resource Locator (URL): A URL is the univocal
address that specifies the location of a resource on the Web. It must
specify different information, as shown in Figure 2.1: 1) the protocol
used to access the resource; 2) the name of the host computer on which
it is located (i.e. the domain name); and 3) the path to identify the
resource on the server.

Hypertext Transfer Protocol (HTTP): HTTP is the stan-
dardized application protocol used by client and server to communi-
cate and exchange data on the Web. It runs on top of the TCP/IP
suite of protocols. This protocol uses a simple request/response mes-
sage paradigm. Therefore, a client sends a message to request the
representation of a Web resource and the server returns the message

in which the representation is enclosed. The most known client is the
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Protocol
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http://www.ansa.it/sito/notizie/mondo/mondo.shtml
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Figure 2.1: Componenets of a URL: protocol, domain name and

path of a Web resource.

browser. Each HTTP message consists of three parts: a request line
(where there is the method name of the requested action and the URL
to the resource that is the subject of this action), a header (contain-
ing some metadata like Host, User-Agent, etc.) and the body of the
message.

Hypertext Markup Language (HTML): HTML is a markup
language (one of the most common) to describe Web documents (that
are Web resources). Furthermore, HTML documents can contain links
to other resources, which are identified by their URLs. Links and the
resulting networking effects played a fundamental role for the success
of the Web.

2.1.1 The Representational State Transfer Archi-
tectural Style

When the new century was just around the corner, Roy T. Fielding
published his doctoral thesis [20] “Architectural Styles and the Design
of Network-based Software Architectures” in which analyzed the basic

principles of different software architectures (ignoring the implementa-
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tions) and described an architectural style that he called Representa-
tional State Transfer (REST). REST represents a set “guidelines” and
constraints that have been used to guide the design and development
of the architecture of the modern Web.

The first constraint of REST architecture is a client-server com-
munication: the server offers a number of services which a client can in-
voke by sending requests to the server. The motivation behind the use
of a client-server architecture is that allows the components to evolve
independently and improves the scalability. In particular, REST adds
the constraint that the client-server interaction must be stateless,
that means each message, exchanged during the communication, must
contain all necessary information to elaborate the request/response,
and must be understood without any relationship with previously sent
messages. The server does not keep the state of client (also said “ap-
plication state”) but, of course, store the state of its resources.

The stateless constraint generates overhead in the interaction
phase between client and server. Therefore, in order to reduce the
overhead, REST architecture promotes the use of caching. Cache
constraint requires that the data within responses be implicitly or ex-
plicitly labeled as cacheable or non-cacheable. The positive aspects of
using the caching mechanism are: 1) to lower the number of exchanged
messages, 2) a more efficiency and scalability of RESTful systems, and
3) improving the user-perceived performance by reducing latency. The
negative consequence could be the reduction of the reliability of the
system, i.e. state data could be used by client.

REST defines also a group of constraints about uniform inter-

face. They are:
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e Identification of resources: as said in Section 2.1, it is nec-
essary that a resource is identifiable so that it can be accessed

and manipulated via generic interfaces.

e Manipulation of resources through representations: dur-
ing the communication process, a client receives not directly the
resource but a representation of its. A representation is the state
of a resource, i.e. a sequence of bytes plus some metadata. It is
represented using a fixed media types know by both client and

server.

e Self-descriptive messages: messages exchanged by client and

server should be processed without out-of-band knowledge.

e Hypermedia as the engine of application state (HA-
TEOAS): It refers to the use of hyperlinks in resource representa-
tions as a way of navigating the state machine of an application.

This is one of the constrain more violated.

Finally, the last two REST constraints are layered system and
code-on-demand. The former emphasis the fact that a system has
to be composed by hierarchical layers in which components on a spe-
cific layer only provide services to components on the layer above and
only use services provided by components on the layer below. The
latter allows client functionality to be extended by code that is loaded
dynamically at runtime. Both of them produce more adaptable and
expandable systems. The negative aspects are: 1) adding additional
layers generates overhead caused by processing operations; 2) loading

code may produce security problems and vulnerabilities.
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2.1.2 Services on the Web: RESTful and SOAP

Comparison

A Web service is a software system designed to support request/re-
sponse mechanism that allows a client-application to remotely access/-
modify data exposed by a Web server using standard Web technolo-
gies (over HT'TP). Furthermore, Web services are a key component in
“mashups” (whose a state of art will be described in Section 3.2.2). A
client could use data from different Web servers in order to generate
new content or aggregated Web services.

At present there are two approaches to the creation of Web services:
SOAP (Simple Object Access Protocol) and services based on REST.
Although the goal of both approaches is almost the same, namely the
adoption of the Web as a computing platform, their vision is totally
different. Even if REST is currently the more popular (and easier)
method to create Web services, the use of one rather than the other
probably depends on the specific case.

First, REST focuses the attention on Web resources that can
be handled using standard CRUD operations (GET, POST, PUT,
DELETE) of the HTTP protocol. Contrariwise, SOAP focuses on
exposing pieces of application logic and operations as services. There-
fore, we can state that REST services are “genuine” Web services
because based on the founding technologies of Web (like URLs and
HTTP) while SOAP tries to introduce in the Web the concept of re-
mote procedure call.

Second, SOAP-based services allow to describe the interfaces with
WSDL [21] and XML Schema ([22]-[23]) documents. The documenta-

tion is, as consequence, machine-readable and automatic code gener-
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ation on both the client and the server sides are made possible. The
other side of the coin is the increment on coupling, lack of flexibil-
ity (SOAP only permits XML as data exchange format) and high-
difficulty on using WSDL format that discourages developers. In con-
trast, the REST architectural style does not force the use of a specific
data format (it is possible to user JSON, XML, and other languages),
has better performance and scalability, and REST messages can be
cached. The bad news is the lack of a (universal) formalism to de-
scribe REST-based services that allows human documentation to be
both automatically transformed into code and interpreted at runtime.
Anyway an overview on related work about machine-understandable
formats for REST Web services will be presented in Section 3.2.1.

The last aspect to consider is security and reliability on communi-
cations. Unlike SOAP, REST supports only SSL mechanism and ex-
pects clients to deal with communication failures by retrying. SOAP,
in fact, is able to manage interactions with different enterprise secu-
rity features (WS-Security), has successful/retry logic built-in (WS-
ReliableMessaging), and supports ACID Transactions over a service
(WS-AtomicTransaction).

2.2 Semantic Web and Linked Data: A
Case Study

The BBC is the largest broadcasting corporation in the world. Until
2010, the BBC had different Web sites that dealt with different topi